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Marsh ClearSight is one of the Marsh & McLennan Companies, together with Marsh, Guy Carpenter, Mercer, and Oliver Wyman.

This document and any recommendations, analysis, or advice provided by Marsh ClearSight (collectively, the “Marsh ClearSight Analysis”) are intended solely for the entity identified as
the recipient herein (“you”). This document contains proprietary, confidential information of Marsh ClearSight and may not be shared with any third party, including other insurance
producers, without Marsh ClearSight's prior written consent. Any statements concerning actuarial, tax, accounting, or legal matters are based solely on our experience as insurance
brokers and risk consultants and are not to be relied upon as actuarial, accounting, tax, or legal advice, for which you should consult your own professional advisors. Any modeling,
analytics, or projections are subject to inherent uncertainty, and the Marsh ClearSight Analysis could be materially affected if any underlying assumptions, conditions, information, or
factors are inaccurate or incomplete or should change. The information contained herein is based on sources we believe reliable, but we make no representation or warranty as to its
accuracy. Except as may be set forth in an agreement between you and Marsh ClearSight, Marsh ClearSight shall have no obligation to update the Marsh ClearSight Analysis and shall
have no liability to you or any other party with regard to the Marsh ClearSight Analysis or to any services provided by a third party to you or Marsh ClearSight. Marsh ClearSight makes
no representation or warranty concerning the application of policy wordings or the financial condition or solvency of insurers or reinsurers. Marsh ClearSight makes no assurances
regarding the availability, cost, or terms of insurance coverage.

© 2016 Marsh ClearSight LLC. All rights reserved. Visit us at www.marshclearsight.com.

Adobe® Reader® is a registered trademark of Adobe Systems Incorporated in the United States and/or other countries. Internet Explorer®, Microsoft® Office, Silverlight®, Windows® 7,
Windows® 8, Windows® 10, Windows® Vista®, Windows® XP, are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
Firefox is a registered trademark or trademark of the Mozilla Foundation. Java™ is registered trademarks of Oracle Corporation and/or its affiliates. Other names may be trademarks of
their respective owners. Safari®, iPad®, OS® and Apple iOS® are trademarks or registered trademarks of Apple Inc., in the U.S. and other countries. Android™ and Chrome® are
trademarks or registered trademarks of Google Inc., in the U.S. and other countries. Galaxy Tab® is a trademark of Samsung Electronics Co., Ltd. Rather than list the names and
entities that own the trademarks at every instance; the publisher states that it is using the names only for editorial purposes, and to the benefit of the trademark owner, with no intention
of infringing upon that trademark.

What Has Changed in this Version:

Current Version Previous Version
ClearSight has been tested and 6 In the previous version of the document we certified on the ESR
certified for use with Mozilla© version.

Firefox© versions 57 and higher on
Windows 7 and 10 (64 bit).

ClearSight and Enterprise are not 6 In the previous version of the document we certified on the ESR
certified for use with Mozilla®© version.

Firefox© 52.x (ESR) on Windows 7
and 10 (64 bit).

Enterprise is not tested and/or 8 This information was the same for the previous version, but was
certified for use with Safari© or not included in the document.
Chrome on mobile devices.

Use on Adobe Reader 11 is 9 We included support for this version.
marked as unsupported because
Adobe no longer supports this
version.

Use on JVM 1.7 has been changed 9 We included support for this version.
to unsupported because Oracle no
longer supports this version.
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Introduction

Prior to accessing Marsh ClearSight 17.1, Marsh ClearSight 17.1 Apps, and/or Enterprise 17.1
(including Enterprise App from My Apps in Marsh ClearSight 17.1), user workstation browser settings
must be verified and configured. Enterprise Business Objects users who want to use the applet mode
will also need to upgrade the Java version to JRE 8+ on their workstation and set memory
parameters (optional).

End User Workstation Components

For Marsh ClearSight & Marsh ClearSight Apps, Enterprise, STARS Discovery, and STARS
Intake

This document lists operating systems, browsers, and other components required for use of the 17.1
Release Version of the following Marsh ClearSight products:
e Marsh ClearSight
Includes Community, Insights, App Center, and Marsh ClearSight Apps developed for
desktop, laptop, and mobile device internet browsers. Clients can register for an account and
log in to Marsh ClearSight at https://my.marshclearsight.com.
o Enterprise
Includes the Marsh ClearSight Enterprise App, which can be accessed through internet
browsers on clients’ desktop or laptop.
e STARS Discovery
Designed for the Apple™ iPad and can be downloaded from the App Store.

e STARS Intake

Designed for mobile devices based with iOS and Android systems. The App is available for
download from the Apple™ App Store or from the Google Play™ store.

Marsh ClearSight reserves the right to amend this document based on testing performed during
development of this release and all future releases.

Blue shading indicates a change from the previous version.

NOTE: Prior to accessing Marsh ClearSight 17.1, Marsh ClearSight Apps, and/ or Enterprise 17.1 (including
Enterprise App from My Apps) the End User System Requirements’ pre-requisites such as browser
settings must be verified and configured.
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Section I: Marsh ClearSight & Enterprise Apps
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Operating Systems and Browser Requirements

Requirements for Laptop and Desktop Devices

Windows
Browser Operating System ClearSight*  Enterprise ‘ Enterprise Admin
Microsoft Edge Windows 10 (64 bit) only o 4 ) 4
(Windows 10 only) Windows 10 (32 bit) 4 4
Windows 7 and 10 (64 bit) o o (V]

Internet Explorer © 11 Windows 8 (64 & 32 bit)

Windows 7 and 10 (32 bit)

Windows 7 and 10 (64 bit) (v 4 b 4

gﬂnodZirllliz h©elr:i2r efoX © 57 \yindows 8 (64 & 32 bit) Y % '
Windows 7 and 10 (32 bit) | | )4 | X |
Windows 7 and 10 (64 bit) 3 ) & ) ¢

Mozilla © Firefox © ) )

52.x (ESR) Windows 8 (64 & 32 bit) )4 X
Windows 7 and 10 (32 bit) X X
Windows 7 and 10 (64 bit) v X X

Google Chrome © 58  Windows 8 (64 & 32 bit) )4 X
Windows 7 and 10 (32 bit) )4 )4

Legend:

Key  Description

&  Tested and Certified with the Marsh ClearSight product.

Marsh ClearSight or third-party is not certified by Marsh ClearSight. Issues or conflicts are not
anticipated if using this software/version, however compatibility cannot be guaranteed.

X Third-party software is not supported by the licensor or is not compatible with the Marsh ClearSight
products.

’
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Footnotes for Windows table above: Blue shading indicates a change from the previous version

1

All ClearSight

Includes all Marsh ClearSight Apps (with the exception of the Marsh ClearSight Enterprise). Marsh ClearSight Apps are opened
within Marsh ClearSight and do not require installation on your computer or mobile device.

Firefox 57 or higher
ClearSight

Added testing and certification a (Green) for Firefox 57. This version does not support Silverlight.

Firefox 52.x (ESR)
ClearSight

Changed from a (Green) to (Yellow) because Mozilla is phasing out the ESR line by August 2018. We are also in the
process of phasing out support of this browser line which also ends support of Silverlight in Firefox. For more information, please
see the Mozilla ESR website. Enterprise is not supported on 52.x.

Firefox 52.x (ESR)
Enterprise

Changed from a (Green) to x (Red). May work for the Enterprise App, except for Dashboards/My Enterprise.

NOTE: State forms, in the ClearSight Claims Admin App, is not supported in the Firefox 51.0+, Chrome,

Safari, and Edge browsers because the .pdf plugin is not supported.

Requirements for Apple MAC OS

Macintosh ‘

Browser Operating System| ClearSight Enterprise  Enterprise Admin ‘

Safari ® Apple MAC OS p 4

Legend:

Key  Description

®  Tested and Certified with the Marsh ClearSight product listed.

Marsh ClearSight or third-party is not certified by Marsh ClearSight. Issues or conflicts are not
anticipated if using this software/version, however compatibility cannot be guaranteed.

% Third-party software is not supported by the licensor or is not compatible with the Marsh ClearSight
products.

""-./

’
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Requirements for Mobile Devices

Mobile Platforms

Browser Operating System ClearSight  Enterprise! Enterprise Admin‘
Safari ® iOS 11 (Apple iPad ® and iPhone) ) 4 ) 4
L}
Safari ® iIOS 9 & 10 (Apple iPad ® and iPhone) ) 4 4
L}
g™ I id™
Chrome Android™ 5 and higher (Android % %

phone and tablet)

Legend:

Key  Description

&  Tested and Certified with the Marsh ClearSight product listed.

Marsh ClearSight or third-party is not certified by Marsh ClearSight. Issues or conflicts are not
anticipated if using this software/version, however compatibility cannot be guaranteed.

X Third-party software is not supported by the licensor or is not compatible with the Marsh ClearSight
products.

Footnotes for Mobile Device table above: Blue shading indicates a change from the previous
version.

Enterprise
The browser does not support Silverlight, therefore Enterprise does not work on that browser. This change occurred in 2015.
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Third Party Applications

Applications Required Compatible

- @ 2016 (Latest)

- 2013

Office
- 2010

- @D 365

2018.x(DC) -

Q

Adobe Reader 15.0 -

11.0 -

1.8

JVM
1.72 -

Enterprise App 3 -

ClearSight Apps ="

Silverlight 5.1.x
STARS Intake Mobile Apps -

X|IX|X|QOIX|O]| X

STARS Discovery Mobile Apps -

Legend:

Key Description

®  Tested and Certified with the Marsh ClearSight product listed.

Marsh ClearSight or third-party is not certified by Marsh ClearSight. Issues or conflicts are not
anticipated if using this software/version, however compatibility cannot be guaranteed.

X Third-party software is not supported by the licensor or is not compatible with the Marsh ClearSight
products.
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Footnotes for Third Party Applications table above: Blue shading indicates a change from the
previous version.

1
Adobe 11

Removed support as the vendor is no longer supporting.

2 JVM17
Removed support as the vendor is no longer supporting.

Enterprise
The browser does not support Silverlight, therefore Enterprise does not work on that browser. This change occurred in 2015.

Network Requirements

Recommended Internet Connectivity Specifications:

Speed Size Requirement ‘
Internet Down Speed 4Mb/s
Internet Up Speed 2Mb/s

NOTES:

To handle video or multimedia, Marsh ClearSight suggests a minimum Internet connection speed of
4Mbps down and 2Mbps up* from the end-user’s workstation (cable internet-class speeds or better).

For most images, .pdf, and other document files, Marsh ClearSight suggests a minimum Internet
connection speed of 1.5Mbps down and .75Mbps (or 750kbps) up* (good DSL-class speeds or better).

Internet Connectivity Speeds may be tested using various publicly-available Internet speed-testing
websites such as speedtest.net to either Chicago, USA or to London, UK, depending on the client’s
hosted geography.

*Connectivity speeds are historically measured in bps or bits per second.

‘ il
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Browser Security Settings

Enterprise and ClearSight Windows and MAC OS

Internet Explorer

Internet Explorer

Action Purpose

Needed to ensure that DLLs needed for the system will
Add Enterprise as a Trusted site run correctly. This is a Trusted site for MSC.
** Please see Trusted Sites below.

Function should already be default for IE, however
certify that “Cookies” and “Website Data” are set to
Always Allow. For proper display, Apple devices

Allow Pop-ups and enable cookies should also be configured to allow cookies when
using Intake App. (Currently App displays a blank
screen whenever cookies are not allowed on the
device.)

In Internet Options, click on the General tab, selecting
Allow Pop-ups in new window the option “Settings” and under Tabs, ensure “Pop-ups
are allowed in a new window” is selected.

Apply custom-level settings changes to BOTH “Internet”
zone and “Trusted Sites” zone, regardless of Internet
Explorer version. Settings are required for both zones
across all Internet Explorer versions.

Using custom level for Internet and Trusted sites

Enterprise and Marsh ClearSight will not work unless
Turn on HTTP1.1 this function is enabled. The login functionality will not
work without this step.

If user is unable to change this option due to an IT
restriction and the box remains checked, the initial
Enterprise load time for the respective session will be
noticeable. However its execution is not significantly
affected. Set to trust actions such as, allow mobile
browsers and pop-ups including cookies and Java

Empty the Temporary Internet Files folder when
browser is closed

Script.
Internet Explorer as the default browser If IE is not the default browser, Enterprise Admin will
(Enterprise Admin Only) not work.

This setting will launch dialog box and popup windows
without an address bar. This addresses both security
and aesthetic requirements.

Allow websites to open windows without address
and status bars

Enable TLS 1.2 If this feature is not enabled, the user shall see a 404 ’

. il
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Internet Explorer

Action Purpose

error when attempting to connect.

Delete Browsing history Allows files that have not changed to be cached locally.

Safari

Safari

Purpose

Our application may contain both secure and non-
secure information. This setting is needed to avoid
messages stating: "Only secure content is
displayed."

Display Mixed content setting should be enabled

Run Silverlight in unsafe-mode (Enterprise and

Enterprise Admin Only) Silverlight requirement to run properly on Mac.

If this feature is not enabled, the user shall see a

SIAIE LS 12 404 error when attempting to connect.

Switch privacy to “always allow cookies and

Allow Cookies and Website data . ,,
website data”.

Delete browser History is turned off to avoid The failure to turn off this action will cause users to
deleting the necessary cookies redo two-factor authentication each time they login.

Function should already be default for IE, however
certify that “Cookies” and “Website Data” are set to
Always Allow. For proper display, Apple devices

Allow Pop-ups and enable cookies should also be configured to allow cookies
when using Intake App. (Currently App
displays a blank screen whenever cookies are
not allowed on the device.)

Firefox
Disable the option "use hardware acceleration" Deselect the check box to improve Enterprise
when available (Firefox Only) performance.
-~ 7
12
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Default for Firefox, select preferences if necessary;

TLS 1.2 Settings type or paste TLS and wait for list to refresh.

If this is not set to yes, then two factor
Retaining Cookies authentication will send an email asking if this is a
trusted computer.

Chrome

Google Chrome uses proxy settings of Internet
Explorer.

Proxy Settings

Use TLS 1.2 Change Proxy Settings to TLS 1.2.

Enable Scroll Bar

Finder Tab Settings

1. From the menu, click System Preferences, and then click General.
2. Under Show scroll bars, select the Always radio button.

3. Refresh the webpage with the Tableau view.

Open Child Screen in a Separate Window

Preference Tab Settings

1. From the menu bar, click Safari then click Preferences...

2. Click on the Privacy tab at the top of the dialog.

3. Choose Automatically for Open pages in tabs instead of windows.

4. Uncheck the options displayed in the following figure:

’
- 7
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f.,...l'hﬂw

R T B

Bl magr. i et sl o i, tmpmnariy

Figure 1 Delete these options
Run Silverlight for Enterprise & Open Pop-ups in .Net Manager
Preference Tab Settings
1. Access the website requiring Silverlight Plug-in configuration.
2. From the menu bar, click Safari then click Preferences...
3. Click on the Security tab at the top of the dialog.
4. In Internet Plug-ins, ensure Allow Plug-ins is checked.
5. Next to Allow Plug-ins, click Website Settings.
6. On the dialog that displays, select Silverlight from the list of plug-ins.
7. Locate the domain/url in the list of Currently Open Websites.
8. Click the drop-down next to the domain/url and choose Run in Unsafe Mode.
9. Inthe pop-up dialog that opens, click Trust.
10. Click Done to close the dialog.
11. Quit Safari (to apply the setting).

12. Re-open Safari and access the website.

Browser Security Settings for Mobile Devices

Safari

Safari

Action Purpose

Set “Cookies” and “Website Data” to Always Allow.
For proper display, Apple devices should also
be configured to allow cookies, when using
Intake App. (Currently App displays a blank
screen whenever cookies are not allowed on
the device.)

Allow Pop-ups and enable cookies

/
-7
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Safari

Action Purpose

Allow JavaScript to run Application will not run if this option is not selected.

Refer to the Requirements for Apple MAC OS table above to see the list of the Safari® versions
compatible with Marsh ClearSight 17.0 and Enterprise 17.0.

The following procedures are applicable for iOS10 and iOS11.

Allow Pop-ups, Cross-Site, and Enable Cookies

1. Tap Settings, then tap Safari.

2. Inthe General section, turn off Block Pop-ups, as in the following figure.

3. Inthe Privacy & Security section, turn off Block All Cookies and Prevent Cross-Site
Tracking.

4. Under Cookies and Website Data, tap Always Allow.

Allow JavaScript to Run
1. Tap Settings, then tap Safari.
2. Scroll to the bottom of the screen, and tap Advanced.

3. Turn on JavaScript.

Chrome

Function should already be default for Chrome,
Allow Pop-ups and enable cookies however certify that “Cookies” and “Website Data”
is set to Always Allow.

/
-7
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Trusted Sites

List of Sites to be added

Trusted sites

IP address format: http://99.99.0.999 (example:

'  Yeui cam add e remenes websites from thes 2one. Al wobiites in

o this zone vl use the 2one's security setings. 10.15.2.47).
Add s websie o e mone:

ittpe10.06 .27 | hdd
e te g

hetp 038 120,175 NOTE: |If the address is http, clear the check-box

hiips e v siamsenlerprse com

labeled Require server verification (https:)
for all sites in this zone; otherwise, leave it

e e e R D checked.
Close
US ASP hosted clients: UK ASP hosted clients:
*.csstars.com *.csstars.eu
*.marshclearsight.com *. marshclearsight.com

NOTE: Security - Custom Level Setting for Internet and Trusted Sites is not necessary in this section since
CASPOL has been removed.

Business Intelligence (Bl) Java Upgrades and Memory Parameter Settings

Prior to use of Business Objects in Enterprise, the Enterprise App via My Apps in Marsh ClearSight,
or the Bl Reports Management App (accessible via My Apps in Marsh ClearSight), the version of
Java™ installed on client workstations should be verified and upgraded, if necessary. Following
upgrade, Java memory parameters should also be set. Refer to this document for assistance.

Upgrade Java Version 1.8.0_151-b12
Upgrade Java versions earlier than 1.8 by installing Java Runtime Environment (JRE) 8 (32-Bit
Setup). This can be found at: http://www.oracle.com/technetwork/java/javase/downloads/java-
archive-javase8-2177648.html?printOnly=1

16
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Set Java Memory Parameters
Once the installation of Java is complete or if Java version is already version 1.8, you will need to set
memory parameters and enable protections.

1. From the Start button on the taskbar, click Control Panel and open Java.
2. From the Java tab of the Java Control Panel, click View...
3. Enter the following into the “Runtime Parameters” field: -Xms1024m -Xmx1024m (see Figure 2).

| £:| Java Rurtime Environment Settings -

Jawva Runtime Yersions

L=er | Syetem

Flatform Preduct Location Path Runtime Parameters Enabl=d
16 [1en 32 [kipeJy : i KT oy 10 24 |
-ns 10.24m -Xmx 1024m J

Find ] Aod ] [ Remove

| ok || cancel

Figure 2 Java Runtime Environment Settings
4. Click OK.

5. To clear the Java cache, from the General tab, click Settings... under Temporary Internet Files,
as shown in the following figure.

17
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| £ Java Control Panel = 2

General | Java | Security | Advanced

About
View version information about Java Control Panel.

Metwork Settings

Network settings are used when making Internet connections. By default,
Java will use the network settings in your web browser. Only advanced
users should modify these settings.

| Network Settings... ]

Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for quick
execution later. Only advanced users should delete files or modify these

settings.

[Lox ][ cenced ][ aocly

Figure 3 Settings Button

6. Click the Delete Files button, as shown in the following figure.

Temporary Files Settings &

[V] Keep temporary files on my computer.

Location

Select the location where temporary files are kept:

wers\oaharoni\AppData'LocalLow\Sun\Java\Deployment\cache Change...
Disk Space
Select the compression level for JAR files: None v_l
Set the amount of disk space for storing temporary files:
O 32768 = MB
| DeleteFiles... || | RestoreDefauts |

ok ][ coxel

|

Figure 4 Delete Files Button

7. Click OK to confirm deletion of temporary files.

8. Click OK to close the Temporary File Settings window.

9. Inthe Java Control Panel window, click the Advanced tab.

10. Under “Mixed code”, confirm that Enable - hide warning and run with protections is selected, as in

the following figure, then click OK.

18
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=} Mixed code (sandboxed vs, trusted) security verification
Enable - show warning if needed
L.-(@) Enable - hide warning and run with protections
Enable - hide warning and don't run untrusted code
Disable verification (not recommended)

Secure Excy bon Ervwonesnt -
1] Aliam we b2 gran L perrmsmena o sgned content.
[¥] Freowr sarniiecs wietng barrer
[F] Bbow oer b aecomat IMLP SLETY el
1] Dot prowwst fo chant carmionte seeton hen ra rarAoviss o ooy Gne BT
Warri e ot foate doss. nt wsich hog s

1] Srwe ai o bt e frors setiver exenil B a vald

Fiood okt Frared mid vi. ol sty verlabon
trusde - dhen vairrang # needed
@ Erstie « e sy, and 1un wih prefectonm
Eratie ke sharew i chort L e code

Tmabdes wes icatinn [t racorrnermies)
Par-form aigrwd cod+ ceriFicats rewooaton Sadc
Snblshe"y coetifiemir onty
i M e Ehcwiwn i e cwen of e
D nct chedh (Mot redemesrdad
e for S (B e RCHE PV DIt L
 Deryharte Bevecabss Ll (L] r
i Orlew Dot Peaite St Peatoesl K00 5H) |
& Buth CFus ad OCEF
Pufer, TLE e whoie rescaton chads oo
Serve ek Fule anby
@ M oevhoyies in e oren of st
) Do ret deck ol recsroended) ==
Chick For LS corsfairie nivodabion weg
i) Geriforve Revicaben Usts (GRLS]
Drire Cort fonts Sixa s Pratocal SCF
o B R e O
Adlvgreiid Beoste SeTigs X

Figure 5 Enable - hide warning and run with protections
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Section Il: Mobile Apps STARS Discovery & STARS Intake

20
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STARS Discovery & STARS Intake Mobile Apps

Device Compatibility and Limitations

STARS Discovery was developed for use with the Apple® iPad® and is available from the Apple
App Store®. The application is compatible with Enterprise 17.1 using the software listed above.
Other versions of Enterprise, Professional Edition (PE), and Audit are not compatible with STARS
Discovery.

STARS Intake is available from the Apple App Store or the Google Play™ store. It is compatible with
Marsh ClearSight 17.1 and Enterprise 17.1 using the software listed above. Other versions of
Enterprise, Professional Edition (PE), and Audit are not compatible with STARS Intake.

System Requirements and Settings

Operating System Stars Discovery  Stars Intake ‘
iOS 10 or higher (Apple iPad ®) o o
iOS 10 or higher (Apple iPhone ®) N/A o
Android™ 6 and 7 (Marshmallow/Nougat) or N/A &

higher (Android™ phone and tablet)

Legend:

Key Description

@  Tested and Certified with the Marsh ClearSight product listed.

Marsh ClearSight or third-party is not certified by Marsh ClearSight. Issues or conflicts are not
anticipated if using this software/version, however compatibility cannot be guaranteed.

% Third-party software is not supported by the licensor or is not compatible with the Marsh ClearSight
products.
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