SFS Security Request Approvals
1. The SFS security approval process begins when a user submits their role request form. If the user is requesting access for themselves, an email will be sent to their supervisor, asking for approval.  If they are requesting access for someone else, the approval request will first go to that individual and then to their supervisor.
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2. Users will receive an email from do-not-reply@sfs.uwsa.edu, requesting them to take action on the form. Click on the Link to review the form hyperlink to be directed to SFS.
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3. Users will be brought to the Evaluate Security Role Request page, where they can Deny, Recycle or Approve the request[footnoteRef:1]*. Deny will reject the request and close the form. Recycle will send the form back to the requestor for changes. [1: * If the approval request had been sent to multiple approvers (e.g. multiple BU admins at a campus), only the first approver will be able to access this page. Subsequent approvers will see a search page that says, “Search returned no results”, when clicking on the email link. This means that another approver took action and there’s nothing they need to do.] 


Carefully review the requested access, confirming that the security roles are appropriate for the user. A warning message will show if the user has requested to change their Primary Permission List, as users rarely need to change this setting. Note that certain roles have been deemed high privilege and will require additional approval from either the financial director or technical manager.

After reviewing the form, change the acknowledgement button to Yes, agreeing to the terms of the form, and click the Approve button. The form will now be sent to the next approver in the workflow.
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4. After approving the form, a page will show confirming that it has been successfully approved. Click the View Approval Route button to see the remaining approvers.
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5. Once all approvals have been completed, an email will be sent to the requestor and the individual receiving access, confirming that the access has been granted.
Alternate way to approve the form
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Request Details

(%] Evaluate Security Role Request

Guidelines and requirements for requests can be found here: https:/wiw.wisconsin.edulsfs/security
(5] Update Security Role Request
Questions can be sent to uwsaproblemsolvers@uwsa.edu.
5] View Security Role Request If you have errors on the form, you will receive error messages. You must resolve the errors before you can successfully Save or Submit.

Once you Save, you're done with this page and must navigate to Update Security Request to continue making changes and Save or Submit.

Form Type SEC_SFS_02
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ACTION REQUIRED : Approval Pending Security Form ID: 101576

Do-not-reply-SFS
To © Kavita Bhattarai

SFS Security access request has been assigned to you for your review and approval.

Form: 101576
Created on: 2021-03-03

Submitted By: ANDERSON, KIRK
Submitted For: BHATTARAI KAVITA

Comments:

** ANDERSON, KIRK ** Wed, Mar 3 21, 02:

Link to review the form /

If you have any questions, please feel free to contact uwsaproblemsolvers@uwsa.edu

:02 PM Please approve my request to add this security role,
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Request Details

~/ Shared Financial System(SFS) - User Request Authorization Form : Evaluate Security Request

Guidelines and requirements for requests can be found here: https:/wiw.wisconsin.edulsfs/security

Questions can be sent to uwsaproblemsolvers@uwsa.edu.

If you have errors on the form, you will receive error messages. You must resolve the errors before you can successfully Save or Submit.

Once you Save, you're done with this page and must navigate to Update Security Request to continue making changes and Save or Submit.

Form Type

Date Request Initiated

SEC_SFS_02
031032021

Requestor 00857570 ANDERSONKIRK Requestor Email KANDERSON@UWSAEDU
EmplID 00952004 BHATTARALKAVITA Employee Email KBHATTARAI@UWSA EDU
Business Unit UWSYS UW System Wide
DeptID 503700 Financial Operations
Supervisor 00759797 BURTONNICOLAJ Supervisor Email NBURTON@UWSA EDU
LARSON,SCOTT C Email: SLARSON@UWSA EDU
Business Unit Admins | PEREZ-GOMEZ JOSE Email: JJEREZ@UWSA EDU
Environment Production Role Catalog
Look-up User Roles
Business Need/Additional Notes
Primary Permission List UWSYS >>>>>>> ALERT. PPL changed from UWALL to UWSYS <<<<<<<
Roles To be Added/Removed
Role Name © Category © SubCategory & Message Text & Role Action Description <
UW Custom Functional User
1 UW_UNV_GL_INQ GENERAL USER GL Add
Grants a user access to inquire on all GL
UW Custom Functional Role
2 UW_UNV_AP_POWER_USER GENERAL USER AP WARNING: High privilege role Add This role grants AP Power users access

to close vouchers, maintain control

Action Items

Acknowledgement

v Comments

* ANDERSON, KIRK
* Wed, Mar 3 21, 02:26:02 PM

Please approve my request to add this security role.

‘ Search Deny

Insert A Row

Form ID 101576

2 rows}

Delete A Row

I certfy the authorized business need for access assigned and will hold the above accountable for the terms stated. | understand the intemal control risks associated with the combination of access to roles, and accept the responsibilty for implementing
compensating controls if such access is authorized
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Approve through Evaluate Security Role Request Task

 

1. Click the following link to Navigate to SFS, https://portal.sfs.wisconsin.edu/ 

2. On the SFS homepage, click the Security Role Request tile. 
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3.Click on Evaluate Security Role Request
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  4.Click on Search

[bookmark: _GoBack]
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5.Forms waiting for your approval will be displayed.
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