3/21/2017
BOARD OF REGENTS OF THE UNIVERSITY OF WISCONSIN SYSTEM

1.5. Audit Committee Thursday, April 6, 2017
10:45 a.m.-12:15 p.m,
UW-Platteville
Ullsvik Hali, Room 0300
Platteville, Wisconsin

a. Approval of the minutes of the February 2, 2017 meeting of the Audit Committee

b. Fiscal 2017 Audit Plan Progress Report

¢. Discussion of Recently Issued Audit Reports related to: Emergency Preparedness,
Payroll Continuous Auditing and International Education

d. Best Practices Letters to the Chancellors

e. UW System Management Information Security Status Report

f. Move into closed session, as permitted by s. 19.85(1)(f), Wis. Stats., to consider
personal histories or disciplinary data of specific persons and the investigations of

charges against specific persons, which, if discussed in public, would be likely to
have a substantial effect upon the reputation of such persons




April 6, 2017 Agenda Item 1.5.b.

UW SYSTEM ADMINISTRATION
OFFICF. OF INTERNAL AUDIT
FISCAL 2017 AUDIT PLAN PROGRESS

BACKGROUND

One of the responsibilities of the Audit Committee, as outlined in the committee charter,
is to review and approve the annual internal audit plan and receive interim progress reports at
least quarterty.

REQUESTED ACTION

No action requested. Item for information and discussion only.

DISCUSSION

The attached chart provides a summary of audit progress for the Fiscal 2017 Audit Plan.

RELATED BOARD OF REGENTS POLICIES
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April 6, 2017 Agenda ltem L5.c.

UW SYSTEM ADMINISTRATION
OFFICE OF INTERNAL AUDIT
ISSUED REPORTS

BACKGROUND

One of the responsibilities of the Audit Committee, as outlined in the committee charter,
is to take appropriate actions to strengthen the University of Wisconsin System’s compliance,
internal controls, and cthics.

REQUESTED ACTION
No action requested. Item for information and discussion only.
DISCUSSION

The reports listed below have been issued since the last meeting and will be discussed by
the Audit Committee:

Approved Audit Plan

o Emergency Preparedness UW-Stout

e Payroll Continuous Auditing UW System

» International Education UW-Milwaukee

RELATED BOARD OF REGENTS POLICIES

NA




April 6, 2017 Agenda Ttem 1.5.d.

UW SYSTEM ADMINISTRATION
OFFICE OF INTERNAL AUDIT
BEST PRACTICES LETTERS

BACKGROUND

One of the responsibilities of the Audit Committee, as outlined in the committee charter,
is to take appropriate actions to strengthen the University of Wisconsin System’s compliance,
internal controls, and ethics.

REQUESTED ACTION

No action requested, Ttem for information and discussion only.

DISCUSSION

The best practices letters to the chancellors listed below have been issued since the last
meeting and will be discussed by the Audit Committee:

e Grading Data Security

¢ International Education

RELATED BOARD OF REGENTS POLICIES

NA




April 6, 2017 Agenda Item 1.5.e.

UW SYSTEM
MANAGEMENT INFORMATION SECURITY
STATUS REPORT

BACKGROUND

One of the responsibilities of the Audit Committee, as outlined in the committee charter,
is to review reports on the adequacy of information technology security and controls.

REQUESTED ACTION

No action requested. Item for information and discussion only.

DISCUSSION

TFive information security policies were issued in September 2016. This report provides
an update regarding implementation of these at each institution and additional actions related to
information security.

Information Security Goals

Develop an overall information strategy for the UW System

Assess the information security posture of the UW System Administration

Create standards based information security controls

Improve auditability of information systems

Eliminate further LAB findings regarding Student Information System (SIS) security

o Wb ke

Priorities for Policy Implementation
- Authentication (1030) and Awareness (1032) policies
- Authentication (1030) for systems that contain moderate risk data while tools for
multifactor authentication to campus systems that contain high risk data are procured
- Systemwide and institution-wide applications

g_i_&__ctlon _Anticipated Date
Review cfficacy of first five 1nformat10n securlty policies and S April 30,2017
procedures T
Complete vendor selection for multi factor authentmatlon too] May 30, 2017
| Complete UWIAC information security strategy L o May 30,2017
Approve data handhng pollcy (new policy) June 30,2017
Approve asset inventory policy (new policy) - e 3 o June 3052017
Complete information security awareness trammg at the majority | - June 30, 2017
of UW institutions
-Develop plan for security assessment <o e " December 30,2017




Attachment

Estimated Timeline for Information Security Policy Implementation

Assessment - Assessment
underway 7 underway

This table outlines the number of months each campus estimates for finalizing policy deployment
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