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The SFS security structure consists of a variety of “security classifications” that govern the level of access to data and operational privileges that apply to users of the system.  This structure determines whether a user has authority to create queries and/or nVision reports or to just run existing queries.  It controls whether the user has access to the various applications within the SFS modules.  It controls whether the user has authority to create and update journals, vouchers, and purchase orders, etc.-- or just view those already in the system.

Guidelines for UW business units (BU)

Each UW Business Unit (BU) must designate a Security Coordinator for SFS operations.  All BU requests for SFS security changes must go to that person for approval.  The Security Coordinator then submits the security change request to the UWSA Security Administrator.  Each BU must also designate an secondary Security Coordinator.  That person will be authorized to submit security change requests to UWSA when the primary Security Coordinator is away from the office.
The list of all primary and secondary BU Security Coordinators and Security Administrators will be maintained on the SFS web site.  
The BU Security Coordinator must contact the UWSA Security Administrator by email to submit a request.  The security request must identify whether the action needed is to set up a new user, terminate a present user, change the security structure of a present user, or to reset the password of a present user.  

When a new user is set up, they are assigned a temporary (default) password.  The default password will be the same for all new users.  The BU Security Coordinator must take follow-up action with the new user to insure that the temporary password is replaced with a personal password within 2 business days from the original authorization.

Guidelines for the UWSA Security Administrator

The UWSA Security Administrator is responsible for maintaining an electronic file of all of the SFS security classifications, classification definitions, and a grid of SFS users/security authorizations (that is accessible by a query).  

When a security request is received from a BU Security Coordinator, the UWSA Security Administrator reviews the request to verify appropriateness (if for new user or a change), then proceeds with processing the request if all is OK.

The UWSA Security Administrator stores all email requests from the BU Security Coordinators in an email folder that is strictly for security requests.

When the security change has been installed in SFS, the UWSA Security Administrator contacts the BU Security Coordinator by email to inform him/her that their request has been completed, and  reminds them that the default password must be replaced with an actual password when the user goes into SFS.

WARNING:  It is imperative that temporary passwords be changed to personal passwords immediately.  The UWSA Security Administrator will run a secure query to verify whether a new user has replaced the default password with their personal password.  If that change has not taken place within 2 business days after the SFS access was established, the SFS access will be removed and the BU Security Coordinator will have to submit a new request to get that user authorized.  The UWSA Security Administrator will act on such secondary requests as time permits.  They will not be given priority.  Thus, it may be several days before the access is again made available.
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